NudopmanuoHHasi NIAMATKA /IS HECOBEPIIEHHOJETHUX M0 BONPOCaM
kndepoOe3onacHocT B ceTu «HTEpHET

KoMunbpoTepHble BUPYChI

KomnproTepHBbIid BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM,
OTJIMYUTEIBHOU OCOOEHHOCTBHIO KOTOPOU SIBJISIETCS CIIOCOOHOCTH K Pa3MHOKEHHUIO
(xonupoBanuio). B nomoiHeHWe K 3TOMY, BHUPYCHl MOTYT TMOBPEIUTH WIH
MOJTHOCTHIO YHUYTOXHUTH BCe (haiiyibl M TaHHBIE, MTOAKOHTPOIBHBIC MOIH30BATEINIO,
OT UMEHU KOTOPOTo ObliIa 3amylieHa 3apak€HHas MporpamMma, a Takke MOBPEIUTh
WIH Ja)K€ YHUUYTOXXUTH OMNEPAMOHHYIO CHUCTeMY CO BceMu (aiaamMu B LIETIOM.
B OosbIIMHCTBE CiTydaeB paclpoOCTPAHSIIOTCS BUPYChI UepE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IPOTrPaMM:

1. Ucnionib3yil  COBpEMEHHBIE  OMNEPAIMOHHBIE  CUCTEMBI,  HMEIOIINE
CEPBHE3HBIN YPOBEHD 3aIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. [locTtostHHO ~ ycTaHaBiuBad  maTuu(Uu@poBbIE  3aIUIaTKH, KOTOpPBIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C LETbI0 JIOPAOOTKU MPOTPaAaMMBbI) U JpYrue
OOHOBJICHUSI CBOEW omepanMoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opurmanpHoro  caiita paspaborumka OC. Ecnum  cymiecTByeT — pexum
aBTOMATHYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE IMOJ TIpaBaMu MOJb30BaTENs, a HE
aAMUHUCTpATOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTPaMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATIBHOM KOMIIBIOTEPE;

4. Uctionp3yid  aHTHBUPYCHBIE MPOrpaMMHBIE MPOAYKThl  HU3BECTHBIX
MPOU3BOIMTENIEH, C aBTOMAaTHUYECKUM OOHOBJIIEHUEM 0a3;

5. Orpannub GU3UYECKUM TOCTYI K KOMIBIOTEPY JJIs1 TOCTOPOHHUX JIUIL;

6. Ucmonp3yit BHEIIHWE HOCHTENIW MH(POpPMAIUH, TaKUEe Kak (Quielika, AUCK
uiu ¢aitn u3z aTepHera, TOJIbKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He otkpbiBaii KoMMblOTEpHBIC (haibl, MOITYYECHHBIE M3 HEHAJIEKHBIX
uCcTOYHUKOB. Jlaxke Te (pailyibl, KOTOpBIE MpUCaT TBOM 3HAKOMBIH. Jlydiie yrouHu
y HETO0, OTIIPABJISUI JIU OH TeOe UX.

Cern Wi-Fi

C mnomompio Wi-Fi MoxHO mOMy4YnTh O€CIUTATHBIA HHTEPHET-IOCTYII
B OOIIIECTBEHHBIX MeCTax: Kade, OTeNsAX, TOProBbIX LIEHTPAX U adpornoprax. Tak ke
ABIIAETCS OTJIMYHOW BO3MOXKHOCTBIO Bbixoda B MHrepHer. Ho MHOrne skcrieprtsl
CUMTAIOT, yTO o01enocTynHbie Wi-Fi ceTn He SBst0TCS O€30MaCHBIMU.

CoBeTbl 110 0€30MaCHOCTH PadOTHI B 001IeOCTYMHBIX ceTsax Wi-Fi

1. He nepenaBaii cBOO JTUUHYIO HHGOpMAaLKIO Yepe3 oorieaoctynabie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeTbHO HE BBOJAWTH MAPOJHU JIOCTYIIA, JIOTHHBI U KaKUe-
TO HOMEPA;

2. Ucnionw3yit 1 OOHOBIISIIE aHTUBUPYCHBIE IPOTpaMMbl U OpaHamaysp. Tem
caMbIM Thl 00€30TacHIllb Ce0s1 OT 3aKaYKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi  otkmroun  dyHkiuo  «OOmwmic  10CTyI
K (aitmam u mpunTtepam». [laHHas (yHKIHS 3aKphITa MO YMOJYAHUIO, OJHAKO



HEKOTOPBIE MOJIH30BATEIN aKTUBUPYIOT €€ I y100CTBa UCIIOJIB30BAHUS B paboTe
WM ydeoe;

4. He wucnone3yii nyOauunbii Wi-FI s mepemaud JIMYHBIX JTaHHBIX,
HaIpuMep, JUIs BBIX0JIa B COLIMAIBHBIE CETH WIIH B DJICKTPOHHYIO MTOYTY;

5. Ucnonw3y#t Tonpko 3amuiieHHoe coeauHenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOuiapHOM TenmedoHe oTkimoun ¢GyHkiuo «[loakmouenune k Wi-Fi
aBTOMaThuecKkn». He momyckaii aBTOMATHYECKOTO MOJKIIOYEHHUS] YCTPOHCTBA K
cersMm Wi-Fi 6e3 TBoero coracus.

CouuajbHble CeTH

CoumanpHasi CEeThb - 3TO CalT, KOTOPBIN NPEJOCTABIISIET BO3MOXKHOCTD JIFOISIM
OCYILIECTBJISITh OOIIEHHE MEXay co0oil B mHTepHere. Yamie Bcero B HUX IS
KOKJOTO YeJIOBEKa BBIIENSAETCS CBOS JIMYHAs CTpaHW4YKa, HAa KOTOPOM OH
yKa3blBaeT O ceOe pazNuyHyl0 HH(POpPMALMIO, HAYMHAsg OT MUMEHH, (pamMuiuu u
3aKaH4MBas JUYHBIMU (oTorpadusMu. MHOTHE NOIB30BATENIN HE TOHUMAIOT, YTO
uHbopMalus, pa3MelIeHHass MU B COLMAJIbHBIX CETSX, MOXKET ObITh HailjieHa U
UCIOJb30BaHA KEM YrOoJHO, B TOM 4YHCJIE€ HE 00s3aTenbHO ¢ Onarumu
HaMEPEHUSIMU.

OcHOBHBIE COBETHI 110 0€30ITACHOCTH B COLHAJIBHBIX CETHX:

1. Orpanuub cnucok Jnpy3ei. Y TeOs B Jpy3bsiX HE JTOJDKHO OBbITh
CIIyYalHBIX U HE3HAKOMBIX JIKOJIEH;

2. 3ammmai CBOIO YacTHYIO JKM3Hb. He ykaspiBail mapomnu, TenedoHBI,
aapeca, JaTy TBOEro POXIEGHHUS M JPYryl0 JHUYHYIO  HH(POPMALHMIO.
3710yMBILIIEHHUKHA MOTYT UCIIOJIb30BaTh AakKe HH(POPMALIUIO O TOM, KaK Thl U TBOU
POJIUTENH TUTAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3ammmai CBOIO pEMyTalMIO - JEPKUM €€ B YUCTOTE W 3a7aBail cebe
BOIPOC: XOTEJN OBl ThI, UTOOBI APYTHE MOJIb30BATEIHN BUAEIH, UTO Thl 3arpyKaelib?
[Tonymail, mpexxe 4eM 4To-To OIMyOJIMKOBATh, HAIIKCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPULIb C JIIOJABMH, KOTOPHIX HE 3HACIllb, HE UCIOJIb3YH CBOE
peasibHOE UMs U APYTYIO JUYHYI0 WH(OPMALUU: UMsI, MECTO KUTEIbCTBA, MECTO
y4eObl U poyee;

5. MW3zberait pasmemenust pororpaduii B MHTEpHETE, TIE THI M300pakeH
Ha MECTHOCTH, 110 KOTOPOU MOKHO OIPENEIUTH TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpauuu B COUUAIBHOM CE€TH HEOOXOAMMO HCIIOJIb30BaTh
CJIOXHBIE TAPOJIH, COCTOSALIUE U3 OYKB U LIU(PP U C KOJUYECTBOM 3HAKOB HE MEHEe
8;

/. Jlns couManbHOM CETH, TMOYThl W JPYTUX CANTOB HEOOXOAMMO
UCIIOJIb30BaTh pa3Hble nmaposu. Toraa eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIIEHHUKH
NOJIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpaszy.



DJIEKTPOHHBIE 1eHbI'H

DNEeKTPOHHBIE JEHBIM— 3TO OYEHb YAOOHBIM CIOCOO MJIATEXEH, OJAHAKO
CYLIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JECHBIU.

DNEKTPOHHBIE JAEHBIU MOSBWIMCH COBCEM HEAABHO M MMEHHO H3-3a 3TOTO
BO MHOT'MX T'OCYJIapCTBax J0 CUX MOP HE MPOMKUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKIMOHHPYIOT U O HUX YK€ MPOMNKUCAHO B 3aKOHE, e
UX PA3AEIsA0T Ha HECKOJIBKO BUJOB - aHOHMMHbBIE U HE aHOHMMHbIE. Pa3Huia B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepauuu 0e3
UACHTU(UKAIIMM  TIONB30BaTEeNs, a B HE AaHOHUMHBIX HJACHTU(UKALUU
MI0JIB30BATEIS SIBISIETCS 00A3aTEIBHOM.

Taxxe criemyer pasnuyaTh OJJICKTPOHHBIC (HATHBIE JEHBIU (PaBHBI
TOCY/IapCTBEHHBIM BalllOTaM) M DSJEKTPOHHbIE HE(PHUATHBIC NEHBIH (HE pPaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHoBHBIE COBETBI 110 0€30NACHOM padoTe ¢ ITeKTPOHHBIMU ICHbI AMU:

1. TlpuBsku K cuery MOOWIBHBIM TenedoH. DTO caMblil yIOOHBIN
U OBICTpBIA CIIOCOO BOCCTAHOBUTH JocTyn K cueTy. [lpuBsizannblil Tenedon
IOMOXET, €ClAM 3a0yAelllb CBOM IUIAaTEeXHBIM Mapojib WM 3aiJellb Ha CalT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonb3yit oxHopaszoBble mnapoiu. llociae mepexoja Ha YCHUIICHHYIO
aBTOpHU3alMI0 TeOe y)Xe He OyJeT yrpokaTh ONAcHOCTh KPakKW WJIM IepexBara
IUIATEKHOTO MAapOJIs;

3. BwiGepu cnoxwsbriii napois. [lpectynmaukam OyaeT He MpPoCTO yraiaTh
CJIIOKHBIM Maponb. HamexHele maponu — 3TO MApoiM, KOTOPBIE COIAEpXkKaT He
MEHee 8 3HAKOB M BKIIIOYAIOT B C€0Sl CTPOYHBIE M MPOMUCHBIE OYKBBI, HUPPHI U
HECKOJIbKO CUMBOJIOB, TAKME KaK 3HAK J10JU1apa, (PyHTa, BOCKIMIATENIbHBIN 3HAK U
T.11. Hampumep, StROng!;

4. He BBOJUM CBOM JIMUHBIE JaHHBIE HA cailiTax, KOTOPHIM HE I0BEPSECUIb.

DJIEKTPOHHAS 110YTA

DNeKTpOHHAs MM0YTa — 3TO TEXHOJIOTHS U MPEAOCTABIISIEMBIE €10 YCIYTU MO
NEPEChUIKE U TMOJYYEHHUIO 3JIEKTPOHHBIX COOOILEHUHM, KOTOPBIE paclpenesstoTcs
B KOMIIbIOTEpHOH ceTH. OOBIYHO JJIEKTPOHHBIM ITOYTOBBIM SIIUK BBITJISIUAT
CIIEYIOIMM 00pa3oM: UMsI_I0JIb30BaTENA(@UMs_JIoMeHa. Takke KpoMe nepeiadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TlepeaBaTh (ailiibl.

OcHOBHBIE COBETHI MO0 0€30MaCHOM padoTe C JJIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBuiibHBIA MOYTOBBIA cepBuc. B MHTepHeTe ecTh
OTPOMHBIN BBIOOP OECIIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlle IOBEPSAThH TEM,
KOTI'0 3HACIlb U KTO NEPBBIN B PEUTUHTE;

2. He ykaswiBaii B nuuyHOM moute Ju4Hyr0 uHbopmanuto. Hampumep,
Jy4iie BeIOpaTh «My3bIKanbHbIA (haHaT@» niam «pok2013» BMecTo «temal 3»;

3. Hcrnonb3yil ABYX3TaHYK aBTOPU3aLMI0. JTO KOTJa MOMUMO HapoJs
HY>KHO BBOJUTb KO/I, TpUChUIaeMbIil o SMS;

4, Br16epu ciioxHBIN maposib. J[as KakI0ro MOYTOBOTO SIIMKA JOJKEH
OBITh CBOW HAJICKHBIN, yCTONUYMBBIN K B3JIOMY MapOJib;
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d. Ecnn ecth BO3MOXKHOCTH HAamucaTh CaMOMY CBOM JIMYHBIA BOMPOC,
HCIOJIB3YH 3TY BO3MOXHOCTB;
6. Hcnonb3yli HECKOJIBKO IMOYTOBBIX SIIUMKOB. lIepBbIM IS 4acTHOM

NIEPENUCKNA C aJpecaTamMd, KOTOPBIM Tbl JOBEpSiClIb. JTO SJIEKTPOHHBIM aapec
HE HaJI0 MCII0JIb30BaTh MIPU pErucTpanuu Ha opymax u caiTax;

7. He oTkpsiBaii ¢aiinisl U Apyrue BIOXKEHHs B MHCbMax J1aXe €CIU OHU
OPUILUIM OT TBOMX Jpy3el. Jlyulne yTouHM y HUX, OTIPaBISUIM JU OHU TeOe ITH
(baiisr;

8. [Tocne oxoH4aHHsI paOOTHI Ha MOYTOBOM CEPBHUCE MEPE] 3aKPBITHEM
BKJIAJIKH C CAUTOM He 3a0y/1b HAKATh Ha «BBIATH.

Ku6epOy/UIMHT WM BUPTYAJIbHOE U3/1€BATEIbCTBO

KubepOymmuHr—  mpeciieoBaHre  COOOILCHUSIMU, COJIep KAIIUMU
OCKOpOIIeHMS, arpeccuro, 3aIyTUBAHUE; XYJIHTaHCTBO; COIMAITBHOE
OOWKOTHPOBAHUE C TIOMOIILIO PA3IMIHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBeTHI IO 00pBHOE ¢ KHOEPOYIITMHIOM:

1. He Opocaiicst B 00oit. JIyummii coco0: mocoBETOBAaTHCS Kak ceOst
BECTU U, €CJIA HET TOro, K KOMY MOHO OOpaTHThCS, TO BHa4yaje YCIHOKOUTHCS.
Ecnu Thl HauHelIb OTBEYaTh OCKOPOJEHUSMH Ha OCKOPOJICHHS, TO TOJBKO €Ile
OO0JIBIIIE PA30XKKEITH KOHPITUKT;

2. VYrpapistit cBoelt KubeppemyTaimei;

3. AHOHUMHOCTH B ceTH MHUMasA. CyIIeCTBYIOT CIIOCOOBI BBISICHHUTb,
KTO CTOUT 332 aHOHUMHBIM aKKayHTOM;

4, He crout BectH XynuraHckuii oOpa3 BHUPTyaJbHOW >KU3HM.

WNuTepHeT (UKCUpyeT BCE TBOM JACUCTBUS U COXpAHSET MX. YJAJUTh UX OyJeT
KpalHe 3aTpyAHUTEIBHO;

5. Benu cebs BexIIMBO;

6. Urnopupyii enuHU4HBIN HeraTuB. OTHOPA30BbIE OCKOPOUTEIHHBIC
cooOmeHust Jydmie UrHopupoBaTb. OOBIUHO arpeccusi IpeKpamaercs Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMH
COOOIICHHUSIMU, B COITMAIBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIPABKHU
COOOIICHHI C ONPeIeTICHHBIX aIPECOB;

8. Ecnu 11 cBUgeTenbs kubepOyinHra. TBOM JAEUCTBUS: BBHICTYIHTH
NpPOTUB TIpeciieloBaTeNsl, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS
HEraTUBHO, MOJAJIEPKAaTh KEPTBY, KOTOPOH HYyXHA MCHUXOJOTMYECcKas MOMOIb,
COOOIIUTH B3POCIBIM O (DAKTE arpeCCUBHOTO MOBEJICHUS B CETH.

MoOuabHbIN TeaedoH

CoBpemeHHbIe cMapT()OHBI U MJIAHIIETHI COIEPIKAT B ceOe BITOJHE B3POCIIbIT
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMIibroTepamu. OHAKO, CPEACTB 3aAIIUTHI JIs1 TTOJJOOHBIX YCTPONUCTB MOKA OYEHb
Masio. TecTWpoBaHWE W TIOMCK YSI3BUMOCTEM B HHUX HPOUCXOJUT HE Tak
MHTEeHCHBHO, Kak 1 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKCHHUT.




CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ TPAKTUYECKH JIOTHAIA
HACTOJIbHBIE AaHAJOTH, OJHAKO pacImpeHue (QyHKIIMOHAla BIEYET 3a COOOM
OOJIBIIIYIO CIIOKHOCTh U MEHBIIIYIO 3alIUIIEHHOCTD.

Jlaexko He Bce MPOU3BOJAMTEIM BBIYCKAIOT OOHOBJICHHS, 3aKpBIBAIOIINE
KPUTHYECKHE YA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJIA 0€30IACHOCTH MOOMJIBLHOIO TeJie(poHA:

1. Byaw octoposkeH, Beqb Koraa Tede mpeasiaraioT 0ecrjiaTHbI KOHTEHT,
B HEM MOT'YT OBITh CKPBIThI KAKHE-TO IJIATHBIE YCIYTH;

2. Hymaii, npexnae yem otnpaButb SMS, ¢oTo mnu Bumeo. Thl TOUHO
3HAEIllb, I'/I€ OHU OYAYyT B KOHEUHOM UTOre?

3. Heobxoammo 0OHOBIIATH OMEPAITMOHHYIO CHCTEMY TBOETO cMapThOHa;

4. Hcnonp3yit aHTUBHPYCHBIE IPOTPAMMBI JISI MOOMITBHBIX Telle(hOHOB;

5. He 3arpyxail mpuiokeHusi OT HEU3BECTHOTO MCTOYHHUKA, BEIb OHH
MOTYT COJIEPKaTh BPEAOHOCHOE MPOTpaMMHOE 00eCIICUeHHUE;

6. [locne TOro kKak Tbl BBIMAEHIL C CaWTa, TJ€ BBOAWI JIMYHYIO
uH(pOpMalnIo, 3aii/I1 B HACTPOUKH Opay3epa U yaaiu cookies;

7. [lepuoanueckn mOpoBepsii Kakue IJIaTHBIE YCIYTU aKTUBHUPOBAHBI
Ha TBOEM HOMEpE;

8.  Jlamail cBOil HOMEp MOOMJIBHOTO Tele(OHA TOJIBKO JIIOJSAM, KOTOPBIX
ThI 3HACILb U KOMY JIOBEPSCILIb;

9. Bluetooth gomkeH OBbITH BBIKIIOUEH, KOTAa Thl UM HE TOJIb3YEIIhCS.

He 3a0b1Baii mHOr 1@ IPOBEPATH ITO.

@OUIIMHT WM KPAXKA JHYHBIX JIAHHBIX

I'maBHass menbp ¢umuHr- BHaa VHTEpHET-MONIEHHUYECTBA, COCTOUT
B TMIOJYyYEeHWHW KOH(PUICHIMAIBHBIX JaHHBIX TI0JIb30BATeIeH — JIOTHHOB U
naposneii. Ha anrnumiickom s3bike phishing unraercs kak ¢umuHr (ot fishing —
pbIOHas JTOBJIs, password — Maposib).

OcHOBHBIE COBeTHI IO OOPBHOE C PUIINHTOM:

1. Cneam 3a CBOMM akkKayHTOM. Eciu Tkl MOJ03peBaellb, YTO TBOS
aHKeTa ObUIa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKHPOBaTh €€ U COOOIIUTH
aJIMUHUCTpATOpPaM pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Hcnonb3yit Oe3omacHbie BeO-CaiThl, B TOM 4YHCJE, HWHTEPHET-
Mara3uHOB U TOMCKOBBIX CHUCTEM;
3. Hcnonb3yil cinoxHble U pa3Hble napoju. Takum oOpa3zoM, eciu TeOs

B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TMOJy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY
npoduIII0 B CETH, a HE KO BCEM;

4. Ecau Tebs B3nmoMad, TO HEOOXOAMMO MPEayNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpPbhIC J100ABJICHBI y TEOS B APY3bSAX, O TOM, UYTO TEOs B3JIOMAaJU
M, BO3MOXXHO, OT TBOEro HMEHHM OyAET pacchlIaThCs CIaM U CChUIKM Ha
(UITMHTOBBIE CANTHI;

d. YcranoBu HagexHbIN apoiib (PIN) Ha MOOMIBHBIN TenedoH;

6. OTkJiTroun coxXpaHeHue mapodsi B Opaysepe;

1. He otkpeiBaii (haiisibl U Apyrue BIOKECHHS B MUChMaX JaKe €CIM OHU



OPUIUTA OT TBOUX Jpy3eil. Jlydine yTouHu y HUX, OTIPABISUIM JU OHU TeOe ITH
(haibl.



